
S\ Schwaninger & Associates, Inc.
..... '" 6715 Little River Turnpike Suite 204

Annandale, Virginia 22003
Phone: 703 256-0637 Fax: 703 256-3578

Attorneys at Law

Robert H. Schwaninger, Jr.
rschwaninger@sa-lawyers.net

**Licensed in the District 0/Columbia
**Not Licensed in the State a/Virginia

February 22, 2011

Marlene H, Dortch
Office of the Secretary
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We represent the interests of the above captioned licensee in its submission of the required ePNI
certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

RHS:tg



CPNI Certification
Annual 47 C.F.R. § 64.2009{e)

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 20, 2011

Name of company: Southpoint Communications, Inc.

Licensee's FRN: 0003122934

Name of signatory: Scott Foschke

Title of signatory: President

I, Scott Foschke, certify that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.
See 47 C.F.R.§ 64.2001 et seq.

Attached to this certification is an accompanying statement explaining the company's
procedures ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. At this time, the Company does not have any
information to report with respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed
~'---------------------



SOUTHPOINT COMMUNICATIONS, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federal' Communications Commission §64_2005

the purposes of thissubpari, the term
.'telecommunications cartier" or' ·car·
ner' 'shall includeanentitythatpr~

vides· .interconnectedVoIP service, as
that term is defined in section of
these ru1es. .< .......•. '. .

(p) .Telecommuni.cations . service. The
term··telec~mmunicabans service"
hasth,e· samemeamng .given to such
term 'insection .3(46.)Qf •the •Commu
nications Act of 193~, asam~nded,47

p..s,C.153(A6).
'(qiTe1ephone !lumber dfrecord.The
telephone number associated witbthe
llnderl:yingseryice"notthe telephone

•.. nurnger supplied ,as "E!:.. customer' s" ' .can·
tactinf9rmation."· .... . ..•. ...•.

(fYValid pbotom.~··validphotoID"
is .?-.government-issued means of. per
sonal identification with a photograph
sUGh asa.driver!s license, passport, Of

compar<J.ble ID titatiS not .~ired.

I'i2f:'R'319!),l,juneB, 2007)" .

·~f~~6nt.70S~· .• Qfc:ust«lmer'~rQprie~1
,network informationw:ithout cus·
to:merapprova4 .

.{?-} Anylelecammunicationscarrier
rnayuse,cl.isclose"orpermit .• access.t:o
CRNlforthe' .purposeof proViding. or
marketing .service offerings·.amongtile
categoriesof~ervice(Le.. local..intet
·ex.change,.andCMRS} to whtcb tliecus
tOffi7ralreadysllbscribes.frOrrl .. the
same carrier. V\f,ifhout.cU$tomer~F'"

pro'Vali,"<. .....< ..
(l) .1.f .··a .telecornI11U1iicE!:tiCJn~cartiet

provides different categories qfseryice,
and a ·.customer subscribes .·:tP; more
than one category ofservice offered by
the'carrier, theca.rrier ispennittea to
shareCPNIarnong theca.rrier'saffili··
at:edentitiesthatprovid,ea service.of~

fering.t.o the customer. .... . '.'
(Z)If.a. telecommunicatio~.. carrier

pro'Viciesdiffer.entcategori~ofservice,

but a customer rloesnotsubscribe to
morethanoneoffering~ythe..carri.er,
the '. carrier is. notpermittedtoshar'e
CPNI with its affiliates, except as prO;'
vided i.n§64.2007 (b).

(b) A' telecommunications .carrier
may not· use, .disclose, or permit access
to CPNI to marketto.a customer serv
ice' offerings '. that are within a category .
of service to which the subscriber does
not already subscribe from that car
rier ,unless that carrier has customer

provided using Internet Web sites .' (such
as travel. reservation services Dr. morh
gage lending services) , whether or not
such 'Se!'"'ilicesmay otherwise beconsid..
eredtohe information services.

Q) Localexchangecamer (LEe); The
tel'111'·localeXchangecarrier. (LEC)"
has.thesamemeaning given.to . such
term insectipn3(26) .of •the •CorrlIn.u~
nications •Act of ~~3&, '. asamendet;.,47
U.S,C. :153(Z6), . '. . . ......'

(1<.) Dpt~ih .approval. The ·'term •• ·'opt~in
approval" .l"efersto amethad forob~

Utini.I1.g~us~9merconsenttDuse,dis..
close, .. ·or; ·permit.·•• a9cess··.to ... the. cus
tomer's· C:I='Nl,This.appr8va:lrnethod
requiresthatthecarrierobt.aiIl from
the customeraffirma:tive,ex:press .con
sent allowing '. the . requested .CPNI
usage., disclosure, .• or access after .. the
custOITl,eri?·pr.pvidedap?ropriat.e .noti ..
fication. ·.·qfthe .' carrierls •. 'l:1eql1es"tcon-
sisteI1t••with··theT:q~~r7rneprsflet.J°rth
HI th~ssu9p~u~t.'.>·.'.i.. ......•..........•.... ,

, ·.·..·....··{l).Opt~outapprDva:l,1?e.teP'TI··o'Pt~
out.approva.1t referstparnethogfo't
obtaining customer·consenttp·use .. dis·
close; qrpermitaccess . to. th1:CUS

tomer's ...·qE;)NL .Und~r ...• this.approval
rnethod..•• ·.4' customer is deemed ·.t0l1.a¥~
consent:(,lt.o'the use,disclosl1r~,.. araQ"
cess to the customer's .CPiNI ift.he·cus..
'Cornerhasfailecitcr0!Jject thereto'V{~P1- .' .
in the . waiting ·.perioC;\·· 'describe{i' .' 11'1 .

.§64.2008(d}q)atterthe •.customer ~ppo
videdapPrClpriatenotificatioP9fthe
carrler's.·requestforconsentcopsistent
with tberules III this subpart" ...•.

(m). Readily .avaiJablebiograpfi)cal in"
formation. .':Readi.ly ..availabl~ bio
graphical.information' 'is .information
dravm .frorn th.e customer's Ufe'history
and i I1cludes such' thi~astf1ecus
tomer!ss~cia1sec\lritynumber.'orthe
last four digits gf.th.a,t number;rnoth~
er' srnaideBname; home address: or
date of birth.

(n) Subscr1berl1st .irirormatiofl (SLI).
The' term' "subscriber list information,.
(SLIj' 'has. the sa!1"lemeaning given .~o
suchterrn in. section ZZZ(h){:a} of the
Communications ActQf1934.,as amend,;.
ed, 47 tJ .S.C. ZZ2{h)(3i.

(0) Telecommunications cartier Dr' car
rier. The terms "telecommunications
carrier''' or "carrier"shal1 have the
same meaning as set forth in section
3(44) of the Communications Act of
19.34., as amended, 47 U.S.C, 153{4:4). For
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§64.2007 47 eFR Ch.1 (l0-1-o8 Edition)

approval to do so. except as described fraudulent. abusive, or unlawful. use of,
in paragraph (c) of this section. or subScription to. such services..

(1) Awireless provider may use. dis- 163 FR 2033&. Apr. ZA. 1!l9&.as amended at 64
dose. or permit access to CPNl derived FR53204..Det..l..1999;67 FR .59211, Sept. 20,
from its provisionef CMRS.· Without. 'ZO02;12FR 31962. JuneE. 2007) .•......•.......

customer approval, for the provisionof§64..2007·, A:. .' . val.' ..df· .... '.' . f
-~CfLE",antF" i~for:;natlen'~'cSe~.\ice{S)r'.A~·-·-"····-c-u:mom~iP~rop~~~ne~oik\~:..-.-_....

wlrelmt; CaITIer maYl.lse ,dlsdoseor formation..
pe~it. access .to •. C?NI derived fr~mits (a.) A••..... t.elecommunicatianscarrier
provIslOnoflocale~ch~g-~servtcfOr may obtairiapprovaJ.'througn written,
mterexchange . servIce.. Wltho~~ eus-, eralarelectronicmethods,
tomer approval, .fOT, th~.'P~ovl:Slon.of . en .. A telecommunications carrier .re.
CPEan,d call. ~wenn~, vOlcemail or lying onoralapproval'sha.l.l bear the
mes~agmg, Volt::e storage and '. retrieval burden of demonstrating that stichap
serVIces, fa:xstore ,and forward. and provaL has been given incompliance
protocol conversion. with the Commission's rules in this

(2) . A telecommunications . carrier part.
may not use, disclose orpermitaccess .. (2) Approval iordisapprova.l to use,
t.o CPNI toidentifyQf track customers disclose, or permit access to a ellS
t:hatcallcoTI1pet.ingserviCe providers. tomer's CPNlobtaineci py a tere
For example. a. local exchange carrier commUnicati,0ns,carrier .. m\lst .remain
mqy .. not use locaJ.service .CPJ>UtP 'lne,ffectunt11 t.he~ust~~errevokes or
1:rae1<:..a.l.l •. cu~mers that .call··locaJ. Im:utssuchapproval.or.disappr~val.
servicecompetitots. ·C3.). ..A .. pele7onununicatt?ns . carrier

(¢) A telecornmunicationscarrier ~ust mamtaln,recordsof.apP~Dval.
d" l' . "r . wnet.heroraL wnttenor electrOniC, for

.mayuse',lsc ase.or perrmaccess at least one year.. . .
CPNl~ Wl~out,cust.omer approval, (b) .. Use of Opt-Our and Opt;'.lh Ap-
descnbedID'ili1Spara~aph. (c). ". . '.... proviiJ Processes.A.telecommunications

(1) A t71ecommumcati~ns. carner carrierma,y\ . subjeettoopt-out ap
may use, ..~lsclose,or perml.t access to pr.ovalol"opt"inapproval, .use.~ its .eLlS
CPNJ,•.. vvithoutcustomerapproval, irl tomer's' individually .identifiable QPNI
it:S· provisiop 'ofinside wiring installa. for the. purposeqfmarketingcommu;.
:cion, maintenance, <and repair services. nications.,;relateOs~rvicesto thatcus"

(Z)GMRSproViders .may·uS7.diSdQ~e;·..tomer. '.. /;.•.. 'telecomm1.U1ica.tionscarrier
or·'per'rl}itaccesstoCPNJ.·fortliepur.,;· ma,y, .subject. toqpt.,;out .. approval ·.or
pose .. oft:0Ilducting. researci)·on ,the 9pt'iin~pproval.,.discloseit$.ctlStomer's

.healt11 'effect5ofCNiRS, .'<> .....•'........> ..... ; individually identifia?leqPNI, for'· the
(3)LECs, .CMRS proviners,andenti.purposeof rn,arketingcornmunications.

, tiesthatprovideo,interconm:cted VoIP :elated servICes. toth.a~ cust9mer~ to
service as that termisdefmed in §9.'S Its agents .. andltsafflhatesthatpro.
of this chapter,' may·use.CPNl. without ;ride ·communic~tio~-reiated,services.

CUSl:omer approval. to market services A.. telec0r,nmumcatlOns .'. carne~ ...may
formerlkno:wri .a:sadiunct"to.basic also pernut.such.persons orentitlws to

.•. Y ,.:OJ , ". . obtamaccess to 'such CPNI for such
servlc~.~uchas\but .. not ~ml't~ to, purposes. Except foruseanddisdosure
speeddia,lIDg. computer-p~vld~?dlree-·oLCPNlthat±Spermittedwithoufcus..
tory.. asslstan.ce,. c~l. m0n,ltonng, .call I'.' tomerapprovaJunder.section,§6A.2005,
tracmg,,~l blockmg,c,a.1J return. fl?· or thatisdescrlhedin this.paragraph,
peat diahng, .. cal~ t~acking, ~. wCl.i~. or .asotherwisepnovided. in .s~etion '.. 222
mg;caller LD., call forwarding, and of theCommurncatians Act of'1934"as
certain centrex features. .... .' arnended.a telecommunications car-

(0) A telecommunications carrier riel" may only use, disclose, or permit
. may use, disclose, orpennit access eo access to its customer's individually
. CPNlto protect the nghtsorproperty identifiable CPNI subject to opt"inap

of thecaITier. Of to protect users of provaL
those services and other carriers from 167 FR 59212, Sept. 20, 2002, as amended at 72

FR 31962. June IL2007J
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§64~2008

all portions of the notification must .be
translated into that language. . .

. (7)1\ carrier may state!n menotifi·
cationthatthecustomer's.approval. to
use CPNI' may enhance the carrier 's
abilitytc) offer products and services
tailoredtp,thecust:()rner'sneeds. A car"
rieralso may l:itatein the ,notification
thatit,!!lBi becom~elled'to disclose
CENI.t9 BT1ypers0l'luponaffirrnat.tve
written'requestbYttle .customer. . .

(8) .. Acar.rie:rmav .·notinciudein .the
nPtificat:ilJnan~st:a1:emeI1tatt.empting
to ····~courag.e .•.·'a '·customer· . to .. freeze,
thirtkp~ access to CPt'J'L

(9l.The'D:o:t:Jfication m1.lst state
anya,pprlJvaL .·or.denial .. of approval
the use ,of CPNl ou'tsideoftheservice
tQwhichthe .. customeralreadysub
scribesfrornthatcarrieris valid until
thecusromeraffirmatively' reyokesor
limits:suCh.•appro:val or,denial;,

(10) •. A .telec(Jrnmunicati0!'lScarrier's
~olicitati0.nJ(Jr~pprovalrnl.lSt.beprDxi~
mate, ,tpthe·n.0tifieatiop:ofacus-
!.omer's CPN1rights... '.'

(d) Notice Requi:remenrs'SpecifictoQpt
Out.' .'A'. . telecommunications ,..carrier
mustiPfovide .notificatton:to .·.obtain
opt.o~tapproval'thr0ugheleetr0!1icor'
Wfittenrn.eti1ods,but. .not. by'oralcom,
munica'qon>(exceptCiS .. provided
paraiSraph,(f). ofthis section), The .cop,
1=entsof .~ny .... suchnotifieatiol1 ... must
'complyiJvith-therequirernents ·.of'J>ar~.
grappCc)oft:his section;,; ....•.•.•.•.•......'."

(l.)CCl.f;Tiers '.!TlustV>(ait,a .30"daymi1j
imurt'i'periodoftiT!1eaftergivingclls
tomersnoticeand .... anopporturut,y to
opt.-out<befqreassuming.customer ..ap
provaltouse,. disclose;.o!' permit access
toCPNLA .carrier may, '. in its discreo
tion,:pro~d.efor.alonger period,.Car~
rier~mustnotif.Ycustomersasto,the
applicatHewaitingperiod, for a re
sponse before. approvaLisassum/3d,

U.)ln .the caseofanelec'tronic form
of!10tification,the waiting period shall
begiI:ltorunfromthe da'teonwhich

be com" thenotifica.t1QI1 was,' sent: and
he mis" (illlpfhe:easeofnotification .. by

maitthe waitingperiori shallbegin to
run on the third .day follOWing the date
that the notification was mailed..

(2) Carriers1.1Sing theopt..,.out mecha
nism must provide notices to their eus
tamers every two years.

(3) Telecommurllcations carriers that
use e-mail to provide apr.-out notices

; ',,' - ... ':, -~ , . '.',' , ,'- .':;

§64..:200B.Notice.reqwed. lor use of
customer proprietary network in.

•..•.·f°r.tIULti°z.:-'ii.,i···;
(a) 'Notification, ·.GenerallY.fl)· ,Prior to

any solicitation for customer approval,
a. telecomrnunicationscarriermust
providenotificatipI1to·the.·custQm~rof
the customer's rtghx tores'trict us.eor,
disd~sureoL."aIl~ .ac~es~ .....~~.. t~~rtCus~
tom7f'.sCP1'i1. ,.'.',' ..... > ""<.' .•...•... '

(4) ..J:... ·, .. :telecommunications '•. 'carrier
mustmain1:ai;nrecordscof notificatipn\
whether',or84;.·:vrttt~n..•.o~··.·71ec~r~m.'c,.f..or..•
,atleastoneyel:3..l';.... """'i <,,'.

, ,.. (b) Jndi"idua.1 ,.,not;ce .,.,tocustomers.
mustbeprovideci whensolicitingap-

Pr'.ov..W.. t.o,..'.·..u.s..e., ' 'disC..10.se.' r..'.•.....o,r..........•,.p,.er,.,..m.......•.,.•.•..l.'..•.t ,.,.a.., cc..es.s.to customers'CPNL,;
iC) Content of Notice.-Cus'tomer notifi·

cation mustproyid~suffi~ientin.fQrrn:a"

ttontoenabletbectlSt°mertoma:k.ean
infonned'pecisionasto whether toper"
rnit;acarriertousl;,discl.ose,orpep1li1;
·a:cces5·to,th~cus'l:()rn.,er'sCPNl.;•. ,.;..•.,.....,.< ...•.•.

(lDThenotification must.s'ta'te that
t;hecustomer.has, a right, and the ... car·
rier has'adutY"under federi:l.11aw, to
.proteetthecorifici7n~i~it:yQfCPNl.,

(2,);I'he.notificati°B,lTlust..• specifY.trte
't:ypes of information .that ·.. constitute
CPNla!1dthespedficentities that'Yi11
recetye .. the.CPNI, .··.•~escribethe"purposes
forwhici1·•..CP1'Nl,wil1be..•~~d,.and.in~

;fClrrnthecustt:n:n~r,ofhisorherright
tP'diSa,pprpvetl,1gse ..... uses, ...·a!1d'de,:l1y'qr
withdrawaccesstO,Cf'~l,at·~~(time.

(3) The .. notificatioI)mustadVise:the
c::ustomerof'thepr7cisesteps thecus
tomermusttake· morder to grantor
deny.access to Cf'Nt,andmust. clearly
state, that a denial .. ofapproval wiUnot
aff'eettheprovision .• of·anyservices to
whicl1thecust()mersubseribes..Hovv~

ever"carriersmayprovidea brief
.stat:ement,in.t:learaIldrl;eutral.lan
guage,>de,scribingco~eql..1ences di..
rectI)" resulting from the lack'of access
toCPNI..· ........•.•.....

(4)The, notification must
prehensible ..andrnust .,!l0t
leading,

(5) Ifwrl.tten notification is provided.
thenotice must be Cleafly legible, use
sufficiently .large.type, and be placed in
an area so as to be readily apparent to
a customer.

. ee) ·If. any portion .of a notmcationis
tranSlated into another language, then
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47 CFR Ch.l.no-1-DBEdition)

§64,2U09Safegllard.§reqtiireQ.for use
of .customer.prPJ?:cieta:q ne'CWork
in£o~tio~ ... ·•..•.••·.•.•.....•.

(a) Telecamm~nicationS .. .carriers
'mu~timPlementa.systembywh.ichthe
s~atuspfaCUS'torner'sCI"NI. approval
can he dearly es?Bblishedpri'or the
use of CPNJ. ·............•......... '. .

(b).. Telec0t11muriicati0n$ carriers
rnusttraintheir .. personnel¥t9when
th~y,aI"eaDdarenotautl1?rizedt.o~e

CPNl,and.caqiers.pustha:ye· 'ane~
press .·disciplinaryprocess·inplace.

(c) All carriersshallmaintaiIla.
record, . electronicaD,y,Of. irt :someother
manner,.ClftheiI'ownandfr1eiraffili~

ates.'sales ...• ·and···.marl<eting .. campaigns
thatus~theircusto1Tler?'CPNJ.•... All
carriers .·shallmaintain .a recortlofal1
ins"Can.ceswhere,CPNIwasdistlosedor .•
provided to third parties, or Where
third . parties' were . allowed access to
CPNL .. Th:reeor.c:\. mustindude ·ade..
SCription?feachcarrlpai~.thespecific

CPNIthat was used•'infheeampaign,
and· what .products .and services were
offeredasa part of the campaign. Car
riersshallre1:ainthe record fora min
imum. .of.one year.

(0) Telecommunications carriers
mu.stestabliSha super"Visary review
process regarding .carrier compliance

Carriers·neetf···not· ad';ise eus
't.omerst:hatifthe:yMveqpted-oUi:.pre, .
viousl)!, .no.actionis .needed tbmain~

tain the opt-out election;
(ii)parrier~.. need not advise eus

tomersthat the.ymay share' GPNI with
their.affiliatesorpurdpartiesand
neednotnamethoseentittes, if the
limitedCPNI·usage .. Will not result. in

us.•..... e by ' o.r d.•......i'sC.•.•l...•.•...o.........•.su,..,r.....•....e..........•.......t......•... o ' a:n,....•...............• a:ffi·..............•. lHate....•.or.third party; ,...<.: ...............•..

(iii) Carriers .neerinot.·. disclose the
means Pvwhithacustorner can deny
or withdraw future access.tp CPNl, .. 'so
long as carriers 'e:xplair\ tQcustomers
thatthesCDp~of... theapprovl3.1.· the .·car"
rierseeks .is limited to.one"time .. use~
and.·•...·.· ·.·.. · ······•· i..·· ·.···.···.····.····· '............................•..............•......•.

(iv) Carriers may 'omit ·.disclosure .of
the pre.cisesrepsacus1::ornermUst take
in order tCl.Want,ordenyaccessto
CPNI, as long as the carrier dearly
communicatesthatthecuswmercan
d~nY~rc7~~~p~~sCr~fgrthecall.

;tIi7F'B.59212,S~pL29. !OOZf .

must .comply with 'the .. following. re
quirements in addition to the require
ments general1~applicable.to notifiea-
tion: ...........•.....•.•.·., , ..,., ......• '.'.,., .,.<. '.'

m·~arrier:smu!:>'t ob'tain ···express,
verifiable, prior 'aPBrovalfromeon
sume:rsto .sendnotic~ ·.~i.ae,-mail reo. "
gardin.g.th.eirservic~ ....in./generB.l, ...•..·or ..
CPlNlinJlarticular;, .....•............•....•'•.... '.••...•••.•........•.•.•.•.•. '.

(ii)Carrier.smu~t.al1o"'l.cus'Comerst$
replydlrectly. to'e"mailscom::a.ining
CPNInoticesinorciertoapt"out;

(iii) Opt"out>e,-mailnotices that are
returnedtothe.carrier asundeliv~rable,
mus1:.be ..·sentto·. the .·.. customer .in .Elh

other.Jormbefore.caviers .. ffil:\ycon.
sidert.he.. cus,1:Orner.·uohC;iv~Tec.eivedno.
tice: ..';/'}' ...•.•.. .••....'••. .'. ..... '. ..'

(i~)Ca!Tiers'that'usee,-mailtosend
CPNInouices must ensure that the sub-,
jeet .UI1e of the message dearly and .ac~

.cu•..ra t e.ty· i ..d..en,tif.'.i..e5 th.......•. "e.............•.s.••.. u.. b~·e•.........ct..............•...•..•. ·.•m•....... '.....•....•at1::..............•...er.,.....•.ofthee~:rnail:and .' .. , (
'.' .{v} .... "[elecOrrtrnUTlicati0ns·.·....·.cal:"riers

.' must . 'make .. 8Yai1a:]:)~e..to.every<cus,.
1:omeramethodto.qpt-outthatisofn?
additi~nalco~'t;to:the.". cust:omer· ..,and
thatisav~labl~.24hours~day,·seY.en'.•
9aysaweek,CaI"riers may sa'tisfy.. this
reqttirert1ent 'Troughacombir.lationof
meth?ds,solongascillcus:comershav~.
theabqi'W1:QOpt~ciuta'tnpcDstand

arefilile'.;O,effeptuate . that . Choice
wheneverth~ysh?ose,.. '.'

(e)fYo,tice,RequirementsSpecif1pto.Clpt-"
Ih ..~'telecoITJ.m\.l11i~a.tionscarri:er1?ay
providenotifica9-0rlto 'obtainqpt-in
appr?\fcilthrOtlg~·DraL,'VI'!"itten,oreleo"

tr0l1it:meth0ds~.~hecontents.afarr)'
sUChnotificatl0I1.mu.stcpmplY~it:l1

the .reqtrir~rn7~~.ofpaJ7a~r~ph.>(q) •. !If
this~ec'Cion.;< '...•..."'.' ....................•..' ' .. >.•.... .•. i

. . .(flNoticeRequirementsSpecifictpQne~
:ril1}~pseGfSPNJ,..O)Carrier~may .•'use
pralnoticetpobtainlimited, '. one;:time
use of CPNlforinbound.and01;Itbound.
customer .telephonepontaetsJorth~
rl~ration'{ofthe . caLl, iregardless .of
whether cani.~ryuse?pt-'outor~phirl
.app~ova~:bas~'lonthe·nature. of the

. contact·: i •.· ," .•'. .

(2) Thecontentsqfany suchnotifiea-
tiopmust comply with the require
mentsofparagr.aph.(cJ afmis section,
except ~at telec0n'lmunications .car~
tiers mayornit .any of the following no"
!ice provisions if not relevant to the

.:limited uS.eforwhidh the. carrier .seeks
CPNl:
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§&1.201Q Safeguards on .the disclosure
'of customer proprietary network
information..

SafeguardingCPNI.Telecommuni
carriers must take reasonable

measur,es 'to discover .' and .... protect
against .. attemp'CSto .gain .unaythorized
access ·ttyCPNl. .'T.eLecommunicati0ns.
carriers· must property authenticate a

• cusmmer .. prior·.. 'Co ···.diSGLosmg . CPNI
based 'On .custom~r"initiatedtelephone

, contact.. ·oriline .account access .. ·or an
imstDrevisit...•.....

(p)Telephone ·accessroCPNI. Tele-
communicationS:carriersmay 0n.ly dis~

dose call· detail .. information over the
telephone... basedon .·custorner-initiated
telephone contact, if the customer first
provides. the.carrierwit:h.a ..pas:;word.
as described tn· paragraph (e) of this
section, ... that .isuotprompl:edby the
carrieraskingfor.readilyav:ailablebio
graphical.inf0r!'nation.. or .account in
formation:lfthecuSl:0merdoesnot
provide.,£. ·passv,rord,the .teLecammun.i\'
cations carrier.mayonly disclose call
det.ailinformation .by sending it.to the
'customer's .. addressof .. record. .01' .•.. by
calling thecustomeratthetelepnone
nllrnbep9frecord. If the customer is
abtetQprovid.ecall .detailinfermation
tcthetelecomrnuriications.,cat'rieraur
in&B .cus'tomeFinitiated .. callv.rithour:
the telecommunications 'carri~!"s . as-
sistance,. then the telecommunications
carri~rispermittedtotliscus9the.oal.l
detailinf0'I"I"Ilatipl1pravided .q~the ·cus.
toITlsr.:< ...............••... '.•.......• '.. ..<,:'

(G) ..' Dr:1ineaccessto' CPNL:A. tele
communications . carrier mustauthen
ticateacustomerwithoutthe use of
readilr: .available bipgraphical:i!1forma
tien, 'or,account .. information, •prior .to
allowing the customer onlineaccesstb
CP~Irela1:.ed.·toatelecommunications
service account•• Onc~ authenticated,
the. customermCl,Y0nlyobtain oruine
accesstoCPJ'i.rl related to.atele
communications .. service account
through .apassworo.,as describe4 in
paragraphfe) of this section, that is
riot prompted by the carrier asking for
readily available biographical informa
tion.or account information.
. (d) In..,srore access toCPNI. A tele~

communications .carriermaydisdose
CPNI 'to' Bcustomer who. at a carrier's
retail location, first presentS to the
te1ecommunications cartier or itS

with the rules in this .suboart fdrout"
bound. marketing' situatio~and"main
tainrecordsof carrier cornpIiance for a.
minimum pertodofoneyear.Specin"
cally, sales personnel. must obr.ain su·
pervisoryapproval. ofanYproposedou1:'
boundrnaJ."t<e'Cing; •• request fpTcUStOmer
apprpval.' ...•..•.. ........................> .' .

(e) .. A ·.'telecommunicatians . carrier
must·~aveanofficer,asanag;.ent .ofthe
carrier;. sigIl.and file. withtheCpmmis
slona.complianceceruficateon ·anan"
nuaLbasis: The officer .musfsta1::e iTl
the'certificationthath~orshehaspen

sona.1kn0wled~ethatthe .cOmpany bas
establishedoper~ting.. pr.oceduresthat.
are'. adequat~. to •. ensurecompliance
with the rules in this .subpart.. The car
rier must provide a statementaccam·

. panying.the certificate explaining how
its ,operatingproceduresensurf';that it
is orisnotiri compliance with the

. rul~'in this .• subpart..lnaddftion,the
"ca!1'ler rnust.mcludean explanatipp£if
apyactionstaken .against data;brokers
and a .sUrnffiaIjlofall. customer . com
plam'eSTeceived .• in the .Past year .con"
cemingtheunauthoriz~dreleaseof

CPNl~ Tt1,isfilin&ffiustbe. mad~annU"
ally With the Enforcement. Bureau.:on
or before MarchlinEB DocketNo. Of,;,.
30\fo: dal:ap~I"1:~iIl~tPtnepreViD\.lS.
calendar.;yeari .' ••..• 'ii' ...•..•.•.•.•.'

(flCarriersmustprovidewrlttenn;O:-'
ti~ewithinfiyebli.Siness daY9to th~
Comrniss.ion ,.of.anYinstanoe .where .the
op~-out J."nechanismsdonot wQ!'k,.prop
.erly,tosllch.adegreethat consumers'
inability to.opt-ou1;is more than an
anoma~y. . >< ' .'. ..•.... .

mThenotice shall be .inthe forrn of
a letter,and shall include the carrier's
mllne,. ia. ,description .oftheopt-out
mechanism(s) used,. the problem{s)ex
perienced, • the remeqyproposed .and
wheI). it, wiD. .be/was . implemented.
whether the relevant state·' commis:
sio.n{~)hasbeen notified and whether it
has taken any action, ..Cicopyof .the no"
tiee provided to customers. and contact
iriformation.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-out.

lli3FR20338, Apr. 24, 1998, as amended at 64
FR!i3264. Oct. 1. '1999:·67 FR59Z13, Sept,ZO,
2002: 72 FR3196Z. JuneS. 2007J
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§ 64.2011 Notifi.cation of customer pro
prietaT3r networkinformation seen
ri1;y breaches.

(a) A· telecommunications carrier
shall notify law enforcement· of a
breach of its customers'CPNI as pro~

vided. in this section.. The carrier shan
nat notify its CUS1:omers or disclose the
breach publicly, whether volun'tarily or
under state or local law or these rules ,
until it has completed the process of
notifying law .enforcement pu!'Suant to
paragraph. (b) of this section.

(b) As soon as practicable, and in .no
.event laterthan<sevenm business
days, after reasonable de'termination of
the breach,thetelecomrnuntcationS
carrier shall elec'tr'onicaIlynotify .the
unitedSta'tes Secret ...Service. ',(USSS)
and .the Federal Bureau of Investiga
tion(FB1) .through a. central' reporting
facility _The ComrriissionwiIl maintain
a Link to the reporting fadltey at http://
wvvw.fcc.govleblcpni.

(1) Notwithstamding·.any .sta'te law. to,
the contrary) .the carrier shall not no
tify customers or disclase the breach to
thepublicunti17 full business days
havep~sed,.after •. notificatioptQ .th~

USSS .'. and .• ti}e. FBI 'except 2IS .pr?vided
tnparagra.'P~{1;l}(4)andi(b)(~}'qfthis
section, '

(2Ylfthecarrier belie:ves that there is
aneh.'traordinarilyurgent.need .. to no-,
dry any class •. ofaffec1:ect .customers
sooner than· otherwise allowed '. under
paragraph (br(lr .of .this section, 1m
order '. to avoid, immediate and irrep..:
arable harm, it shall so. indica'te in 'its
notlllt::ationandmay proceed to immec
diately. notify its .affectec:l.cust~merS

on1Yafterc:onsultatiOT:lWitl1 .. thr;' 17el,~
evant lnvestigfiting.agency, 11iecarrier
shall cooperate with the . rele'v\ant 'in~
vestigatingagenpY'srequest· to,. mini~
rnizeanyadverse effeetsof sucl1 cus
tamer notification.-

(3) If therelevantiri~estigatingagen
cy determines that public .disclosure or
notice .'to custOlne~ would impede or
compromise an, ongoing ,ot potential
criminal .investigation .or national se~

curity,suchagency ma:y directthecar~

rier not·. to so disclose ·or .notify for an
initial periodofttP to 3D d~ys. SuCh pe~

riod·maybeextendedbythea.gency ..6.$'

r.easanahly .. necessaryin •. the ·judgment.
of the agency. Ifsuch direction is
given, t.he agency shall notify the car~

rier when it appears that public discl(}
sure or notice to affetted customers
will no longer impede or compromise a
criminal .investigation. or national se
curity. The agency shall provide in

agent a valid photo ID matching the
customer's',account· information.

(e) Esr.ablishment of a .Password and
Back-up Authenticatio1'1Methodsfor Lost
or Forgotten. Passwords.. To establish a
password, a telecommunications car
rier must authenticate the customer
withoutth~useof.. readily .available.hi..
ographipalimormation, ·oraccount .in"
formation. .Telecommunications' car
riers may •.'create a back-up . customer
authentication.methodin .theeventof
a Jostorrorgott.enpassword, but •such
back-i.!-p ·.... customer .•.•. authentication
meth.odmaynotpromp.t the customer'
for. readi1yavailable biographical infor
mation, ·017 accoUnt· irifcirmation. If a
CUS1:omer cannot provide the .correct
password or thecorreet. response
the back..upcustomer ·.authentication
method, the customer must es'tablish .~

new'p{li;sv.r0rci·as describ~dinthispara~

grapli,i ·· •.··i •'.. , .•..•••••..••.•....,..•.........•.. '.' ....•.....•••...;> ',. >,

(f) •.. .Notification .ofaccount.changes:
Telecommunications.carrie~mu$t'no~

tifycustornersimrnedia-tely .wheneve!' '.'
a password, .customer response to a
back.upmeansof authentication for
lost or .forgotten passwords, qnline ae;.
courtt,·-ot address ofrecord is crea'ted .OJ:'
changed. This notification is mot reo.
quired 'When the .custom~ri:nitiates
service, .. including the .selection .of .a
pasrn.orda'C·service initiation.• Thisno~
tifioatiprl, maybe throu~hacarrier~.

origina1:eq .vClicemaU-or" text .messa;ge
tp th~ Jel~phonenurnberpf'r'f;lcprd,or 
bYx:nail to the address pf record,and

. must. not reveal the .'. changed inforrna~

tionar be sent to the nevvaccountin
formation.

(g) .Business customerexempt1ori.Tele~

communications carriers·.·.·may bind
themselves contractually .t:O 'authen~

ticatianregimes other thahthose de
scribed in this section for services they
provide. to their .business CllStomers
that have both a dedicated account
representative and a contract that ape"
cificallyaddressest:he' carriers' prote",
tiomof CPNl.

172 FR31962.. June'B,2007j
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